ARMY THREAT DATA AND MODEL DEVELOPMENT AND VALIDATION PROCESS

CONCEPT OF OPERATION

1. Introduction:
a. This concept of operation (CONOP) proposes a process for Army Threat Data and Model Development and Validation. This process applies principles envisioned in the Army’s Simulation and Modeling for Acquisition, Requirements and Training (SMART) concept.  The goal of SMART is to more closely integrate the efforts of the requirements, acquisition, and training communities through the use of modeling and simulation.  This CONOP focuses on reducing the duplication of threat models, maximizing their reuse, and ensuring Intelligence Community (IC) participation in the development of threat data and models and in the validation process.  The specifics of this CONOP will be integrated with AR 381-11, Threat Support to U.S. Army Force, Combat, and Materiel Development.

b. This CONOP specifically addresses how threat support will be provided for M&S applications.  The level of threat support will be determined by the customer’s threat representation requirements.  The extent of involvement of  the IC in development and validation depends on the scope, aggregation, fidelity and detail of the M&S application.  Whether the model is an end product such as an engineering level model, or an engagement level simulation where foreign forces are represented within a larger and more complex scenario, the IC will ensure that the threat representation is based on authoritative and appropriately validated intelligence sources.   
2. The Threat Data and Model Development and Validation Process description follows.  Each phase of the process is linked to the chart below using numbered circles.  
a. Threat Representation Requirements Identification:  [Circle #1]  Requirements are generated within DoD and the Army.  Within the Army, there are three M&S domains that this process is designed to support:  Research, Development, and Acquisition (RDA);  Advanced Concepts and Requirements (ACR);  Training, Exercises, and Military Operations (TEMO).  Each of these domains identifies its own requirements for threat technical intelligence data, general military intelligence data, and M&S.

b. Threat Data and M&S Requirements Integration:  [Circle #2]

(1) Each domain will establish a domain-wide integrated product team (IPT) to integrate and review domain specific threat representation requirements.  Membership of the IPT will include representatives from the DA DCSINT and National Ground Intelligence Center (NGIC), in addition to representatives of the organizations usually associated with that domain.

(2) The IPTs will perform several functions including:

(a) Identifying those validated threat M&S products that currently exist and could potentially be reused in the proposed application.  All such threat products will be accessible via the Defense Intelligence Modeling and Simulation Resource Repository (DIMSRR).

(b) Assisting the domain agents in preventing unwarranted duplication of threat M&S and maximizing reuse.

(c) Ensuring that intelligence data products are available to support M&S development. 

(d) Posting to the DIMSRR information on threat products under development.
(e) Updating the DIMSRR with validated threat M&S products.
(f) Identifying to other IPTs threat M&S products that may have cross-domain application.

(g) Participating in the development of detailed requirements packages and acquisition recommendations to be presented to the domain agent  (the domains define these processes).

(h) Participating in threat product verification and validation.  IPT members have a continuous role in the V&V activity that parallels the development process.

(3) If an issue cannot be resolved within an IPT, the disputing parties will raise the issue up their respective chains of command one level at a time, until resolution is achieved. 
(4) During the IPT’s requirements review and integration process, the following questions will be asked relative to each requirement:  

(a) Does it duplicate another requirement?
(b) Can the requirements be satisfied by an existing threat product or products?

(c) If currently unfunded, can the requirement be satisfied by another requirement that is funded?
(5) At the completion of the requirements review and integration process, the IPT will report the results to the program manager (PM) and domain agent.  This report will provide recommendations based on answers to the above questions and will include a prioritized list of all unfunded requirements that cannot otherwise be satisfied.
3. Intelligence Production Center (IPC) Support:  [Circle #2]
a. It is essential to check the DIMSRR to determine if a threat model or threat data may already exist that meets a requirement.  Although the DIMSRR is accessible by anyone with authorization, it is essential that the supporting IPC be made aware of the search to ensure all information on current and future threat M&S is known.  The DA DCSINT ensures this is done and assists.

b. The intelligence representative on the IPT assists Army customers by coordinating with the other IPCs and DIA to ensure a thorough search and response.  If the appropriate data or product is not available, then the intelligence representative on the IPT will assist the IPT in formulating a solution.   This proposed solution will be included in the recommendation that the IPT makes to the PM and domain agent for satisfying the threat data or M&S requirements.
4. TRADOC Requirements Integration and Approval (RIA):  [Circle #3]

a. Domain agents and domain managers are responsible for reviewing the M&S developments within their domains and identifying cross-domain requirements.  Each of the domain IPTs that review and integrate threat M&S requirements will brief the results to the Requirements Integration Working Group (RIWG).

b. Each domain submits integrated threat requirements through the TRADOC Deputy Chief of Staff for Simulations and Analysis (DCSSA) to the RIWG for review.  If no cross-domain requirements exist, the RIWG endorses the requirements and returns them to the domain.  If cross-domain requirements exist, the RIWG forwards them to the Requirements Integration Council (RIC) for review.

c. The RIC approves cross-domain requirements and returns them to the domain.  The domain makes the decision to build new or to use or modify existing threat M&S based on recommendations made by the IPTs and any other recommendations that were made by the RIWG and RIC.  This decision should include the selection of the appropriate IC threat representatives (usually from an IPC) for validation and coordination with DIA. 

5. M&S Developer:  [Circle #4]  The M&S developer receives the requirement.  Per AR 5-11 and DoDI 5000.61 guidance, a systematic plan of verification and validation, (V, & V) is required.  Since AR 381-11 identifies the IC as the authority on threat matters, an IC representative must be a participant in the cooperative development, coordination, and approval of V & V plans for any M&S that includes threat representation.  That IC representative will support the program from inception through program validation of the threat content.  That individual may also support the M&S user’s accreditation as appropriate.

6. Life Cycle Management:  [Circle #5]  Per AR 5-11, V & V are an integral part of the life cycle management process.  They are accomplished as part of the overall configuration management for each M&S.
7. Parallel Development and Validation:  [Circle #6]

a. Verification, validation and accreditation will be conducted in accordance with (IAW) AR 5-11, Chapter 5, and where threat models are used for test and evaluation (T&E), IAW AR 73-1 and applicable DoD guidance.  Threat model validation will be carried out in parallel with threat model development.  The IC threat representative, as part of the validation working group, will collaborate with the developer, the independent V&V organization or activity, and appropriate customers to ensure that the product reflects the threat with fidelity appropriate to its intended use.  The IC will participate in validation activities defined in the V&V Plan previously discussed.  The IC representative plays a coordinating role in the development and publication of the Validation Report.   At the conclusion of the validation process, the IC representative will  formally concur or non-concur for the record on the Validation Report prior to the document’s submission for formal approval.  IC non-concurrences will be supported with substantial written rationale that will be included in a reserved section of any report that will be submitted. 

b. Whenever data or models of foreign systems, entities, phenomena, processes, behaviors or forces are used in M&S to support acquisition decisions, regardless of the scope or level of the application, the IC must participate in the validation process to ensure that the threat information is DIA-validated and that its use produces the intended results.
8. Update MSRR:  [Circle #7]  After the threat model has been developed and validated, product descriptive and administrative data are provided to the DIMSRR.  The model is stored by the developer in the appropriate MSRR.

9. Delivery to the Customer:  [Circle #8]  The threat model is delivered to the customer for accreditation and use.
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