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Introduction

The purpose of this Classification Management tutorial is to provide detailed
supplemental guidance to Original Classification Authorities (OCAs) for the
development of United States (US) Army security classification guides (SCGs) or
guidance.

Army Regulation (AR) 380-5, Department of the Army Information Security Program,
implements the policies set forth in Executive Order 12958, as amended on 25 March
2003, Classified National Security Information, and Department of Defense (DoD)
5200.1-R, Information Security Program. It establishes the policies for security
classification, downgrading, declassification, and safeguarding of information requiring
protection in the interest of national security. Incorporated into AR 380-5 is DoD
5200.1-H, Handbook for Writing Security Classification Guidance, November 1999,
which states that “timely issuance of comprehensive guidance regarding security
classification of information concerning any system, plan, program, or project; the
unauthorized disclosure of which reasonably could be expected to cause damage to the
national security and that precise classification guidance is prerequisite to effective and
efficient information security and assures that security resources are expended to
protect only that which truly warrants protection in the interests of national security”.

This tutorial serves to complement and further define the updated guidance to the
above official issuances. It will assist security managers and OCAs in orchestrating the
drafting of tailored, user friendly SCGs through the use of a standard methodology and
a series of tools. This methodology and accompanying tools will facilitate the
achievement of sound, objective security classification decisions and ensure
consistency in the quality of SCGs throughout the US Army. At the end of the tutorial,
you will be able to do the following:

¢ Understand the roles and responsibilities of OCAs and their relationship to
SCGs

e Apply the ten-step process in developing SCGs

¢ Employ the standardized classification management tools to assist in
determining correct security classification levels

e Develop tailored, user friendly SCGs
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Background

Department of Defense (DoD) 5200.1-R, Information Security Program and Army
Regulation (AR) 380-5, Department of the Army Information Security Program provide
for the issuance of a security classification guide (SCG) for each system, plan, program,
or project involving classified information. Executive Order (E.O.) 12958, as amended
(25 March 2003), Classified National Security Information (henceforth referred to as
E.O. 12958), addresses the need for SCGs in terms of proper classification of
information and uniform derivative classification of information. Specific classification
guidance is necessary for effective information security and is instrumental in the
allocation of resources for protecting only those items that affect national security. An
SCG is the written record of original classification decisions or a series of decisions
regarding a system, plan, program, or project.

Specific and detailed guidance is required when identifying information that must be
classified. This ensures that information is not over classified or under classified, but
classified at the appropriate level. Over classification is costly, inefficient and can cause
slow downs to development/operation. Under classification can cause compromise,
inadvertent disclosures and confusion. In addition to proper identification of items to be
classified, it is equally important to identify the length of time that the information should
remain classified.

The decision to classify information is based upon the determination and ability to
describe damage to national security if the unauthorized disclosure of the information
occurs. Persons having specifically been authorized to make this determination and
having received training in this area are the only individuals who may make this
decision. These individuals are designated as having Original Classification Authority
(OCA) in accordance with the E.0.12958, DoD 5200.1-R and AR 380-5.

Security classification guidance should be issued as early as possible in the life cycle
development of a system, plan, program, or project to ensure initial protection and to
avoid compromise. An understanding of classification, declassification/downgrading,
marking, and the intent of the security classification guide itself is vital to the proper
drafting of an SCG.

Every attempt should be made to publish the SCG in an unclassified form. To avoid
classifying the SCG, consider the use of classified supplements. This is especially
useful when dealing with Special Access Required (SAR) aspects of a program. Care



should also be taken to ensure that the descriptions of classified systems, subsystems
and components in the guide do not inadvertently disclose classified or technical
controlled unclassified information. Lastly, SCGs should be portion marked, marked
with the identity of the classifier, and provide declassification/downgrade instructions.

Classification Management Working Group (CMWG)

The process for the development of SCGs is mentally challenging, tedious and labor
intensive. It cannot be done in a vacuum by a few individuals. It is recommended that a
CMWG be established to develop the guide. The group should meet as often as
necessary and work towards established milestones. When establishing the CMWG,
consider functional specialists, who should be included in the process. At a minimum,
participants must include representation from the following functional areas: security,
counterintelligence, Program/Product Manager, operators, engineers, and logistics.
There may be others who are affected by the program, system or subsystem; and they
should be considered for inclusion in the group.

In preparation for an SCG development event, members of the CMWG must conduct
background reviews of applicable issuances, such as AR 380-5 and SCGs from
equivalent programs within the U.S. Government.

Some key points to remember in developing an SCG are that guidance must be clear
and specific (e.g., stating exact circumstances for which the level of classification should
be applied), and the guide must be written with the user’s perspective in mind.

Documenting the Process

While developing the SCG, it is strongly recommended that a record of the process be
documented. The record should be a compendium to the SCG that captures the
rationale for the security classification decisions. This compendium will provide clarity
and reduce the number of challenges to the SCG.




Exercise Questions:

1. What DoD/US Army issuances stipulate the requirement for security classification
guides?

DoDD 5200.39 and AR 360-1
DoD 5200.1-R and AR 380-5
DoDD 5000.1 and AR 380-10
DoDD 12359 and 350-1
None of the above

®PQoO0T O

2. What Executive Order (E.O.) addresses the need for security classification guides in
terms of proper classification, uniform derivative classification of information and original
classification authority?

a. E.O. 12333

b. E.O. 12958

c. E.O. 12498
3. Classification guidance should be issued in the life cycle development
of a system, plan, program or project to ensure initial protection and to avoid
compromise.
4. All security classification guides should be classified.

TRUE or FALSE
5. Security classification guides should be developed solely by the Security Manager.

TRUE or FALSE

6. Itis recommended that a Classification Management Working Group be established
to address the development of the security classification guide.

TRUE or FALSE

7. Some key points to remember in the security classification guide development
process:

Guidance must be and and the guide must be written with
the perspective in mind.

8. The record of the development process of a security classification guide is called
a(n):



a. Concept of operations
b. Operations order

c. Compendium

d. None of the above

9. The compendium captures for security classification

10. The compendium could provide and reduce classification
to the security classification guide.




Exercise Answers:

1. b (p.1)

2. b(p.1)

3. as early as possible (p.1)
4. False (p.1)

5. False (p.2)

6. True (p.2)

7. clear, specific, user (p.2)

8. c(p.2)

©

rationale, decisions (p.2)

10. clarity, challenges (p.2)



Security Classification Guide (SCG) Format

There are two parts to an SCG, General Instructions and Elements Table. Several
paragraphs comprise the General Instructions or “front section” of the SCG. Usually,
this section contains the following paragraphs:

1. Purpose
State the name of the program, project, etc. and provide instructions and guidance for
determining information at the classified and unclassified levels.

2. Authority

Provide the issuing authority by identifying the applicable Army regulation that governs
or controls the issuance of SCGs, specifically AR 380-5, Department of the Army
Information Security Program, dated 29 September 2000. Identify the project
information involved and the controlling office. Cite any other SCG or security
classification guidance document that deals with the information. State that the SCG
provides authority to cite as classification, declassification or downgrading authority only
in this particular endeavor. If there are any changes to security classification by
applying this SCG, they are to be made immediately. Finally, although E.O. 12958
states that each delegation of OCA will identify the official by name or position title, the
Army process calls for the provision of the position title of the OCA, who has been
granted the authority for a specific level of security classification of the information in the
first instance.

3. Office of Primary Responsibility (OPR)

Provide the name, code and mailing address of the issuing office as the issuance
authority, so that all inquiries, interpretations and/or recommendations for changes
regarding the content of the SCG may be addressed. Include action officer’s phone
number, fax number and e-mail address, whenever possible.

4. Classification Challenges

Provide guidance for classification challenges. State the organization to which all
challenges will be submitted. Further indicate that, until a determination is made to the
challenge, the information must be protected at the current security classification level.

5. Reproduction, Extraction and Dissemination

Provide instructions regarding the authority to reproduce, extract and/or disseminate the
SCG, as necessary to those organizations that support the effort (including industry). If
there are additional guides associated with the program, those SCGs or security
classification guidance documents should be sent to the OPR for dissemination. If a
guide is classified, delineate any limitations or conditions.

10



6. Public Release

Clarify that unclassified information reflected in the SCG does not automatically indicate
that the information is approved for public release. Provide the organizational address
where requests for public release of program information should be submitted.

7. Foreign Disclosure

Cite AR 380-10, Foreign Disclosure and Contacts with Foreign Representatives, 22
June 2005, as the governing issuance for foreign disclosure. Provide instructions on
the procedures for handling foreign disclosure issues within an organization.

8. Foreign Sales

Cite AR 12-8, Operations and Procedures, 21 December 1990, as the governing
issuance for security assistance programs. Provide information regarding the highest
security classification level of information and/or materiel that should be disclosed and
transferred in conjunction with any end item sale of the system through foreign military
sales channels.

9. Definitions

Provide a list of applicable terms of reference for clarity and understanding by the user.
Include a table of acronyms and or abbreviations that will be used throughout the SCG.
Explain each one.

11



Exercise Questions:

1.

2.

How many parts are there in an SCG?
What Army regulation governs or controls the issuance of SCGs?

Information is being leveraged from another program. It is not necessary to cite the
applicable SCG from that leveraged program.

TRUE or FALSE

A classification challenge has been made to the appropriate organization concerning
the security classification of specific information. Until the determination is made to
the challenge, the information must be protected at the security
classification level.

12



Exercise Answers:

1. 2 (p.6)

2. AR 380-5 (p.6)

w

False (p.6)

SN

. current (p.6)

13



SCG Table Preparation

When building the Elements Table of an SCG, four (4) columns are recommended:

| Element | Classification | Declassify/Downgrade | Remarks \

When developing an SCG, it is recommended that the Remarks column be used for
clarification. Experience has clearly demonstrated that notes become lengthy,
confusing and cumbersome for the user. The user frequently fails to refer to them since
they are not part of the table, resulting in inconsistencies in security classification.
Furthermore, notes are not prioritized leaving the user to decide which specific note has
predominance, creating additional inconsistencies in security classification levels. The
criteria that are applied to the selection of the security classification level of the
information should be explained in the Remarks section (such as the loss of information
that would compromise a future capability; see page 23).

There are ten basic steps in the preparation of an SCG Elements Table. The key to
drafting an effective SCG is to focus on the table. Seldom does an individual (such as
an engineer, test and evaluation personnel, operator, or maintenance person), who
requires security classification guidance for a particular situation, read the “front
section”. This is generally referenced by the security staff. The ten-step process is as
follows:

1. Build the Elements column with key information provided by program experts and
equivalent SCGs, if available, and/or specialized documents, such as a work
breakdown structure.

Validate Elements column and add clarity, if necessary, in the Remarks column.

Determine eligibility of Elements to be classified (Figure 1, pg. 13) and mark

Elements included in the guide that do not warrant security classification as

“‘Unclassified”.

4. Review those Elements eligible for security classification against the Level of
Classification Determination Tool (Figure 2, pg. 23)

5. Record results of the security classification level determination and clarify in
Remarks section, if necessary.

6. Use the Declassification/Downgrade Tool for each Element to determine the
length of time that the Element should be classified. Attempt to apply specificity
in time or by using an event (Figure 3, pg. 39).

7. Record results and clarify, if necessary, in the Remarks column.

8. Those Elements that are not classified at the CONFIDENTIAL(C), SECRET(S),
or TOP SECRET (TS) level are to be marked UNCLASSIFIED (U) in the
Classification column.

9. Review each Element with a minimum marking of U and determine potential for
FOR OFFICIAL USE ONLY (FOUO) handling (Figure 1, pg. 13).

10.Record results and document in the Remarks column.

wn
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Step 1 — Develop the Element Column

This step is a true brainstorming effort. Members of the CMWG should consider for
inclusion as possible elements those items they consider being of interest to the
program and users. As such, a program name should be included even if it is
unclassified. Again, the goal is to provide specific and clear guidance for those items
(general or technical) that may be referenced by users.

For example, the Elements column for an acquisition program SCG should include all
information associated with the program, such as: Administrative Information,
Requirements, Hardware/Software, Capabilities/Performance, Vulnerabilities/
Limitations, Testing/Evaluation, Training, and Maintenance, or an operational project,
such as Tactics, Techniques, and Procedures. It should be noted that this methodology
eliminates the “Critical Elements” section of the SCG, which is redundant to other
portions of this guide, runs counter to the need-to-know principle, and, if compromised,
provides an adversary with leads to the critical aspects of any program. Within each of
these headings (e.g., HARDWARE), clarifying details should be included, such as “Fact
of”, “General details of”, and “Technical details of”. It is strongly recommended that any
discussion/decision making process be incorporated into the compendium.

When developing items for inclusion in the Elements column, consideration should be
given to the concept of classification by compilation. This is important when considering
the implementation of the security classification guidance. If a user is considering more
than one unclassified piece of information and compiles them, the sum total of the
information may be eligible for classification. For example, suppose deployment dates
are classified CONFIDENTIAL. However, if an adversary is watching a base to obtain
information and notices increased supply activities, several florist deliveries and large
numbers of military members coming to the base at the same time, one may conclude
that a deployment is imminent. Individually, each piece of information is treated as
unclassified; however, when reviewed in its totality, the end product or conclusion may
be classified since it could reveal deployment dates. With this scenario in mind, the
CMWG should ensure that guidance reflects the “effect” of disclosure, so the user can
identify the “cause” — compilation when it occurs. An example of an Elements column is
as follows:

2.0 REQUIREMENTS

2.0.1 General information regarding
requirements for the program name

2.0.2 Specific technical requirements
associated with a specific system,
subsystem or component

2.0.3 Identification of key performance
threshold/objective parameters
associated with the program name a
specific system, subsystem or

15



component

3.0 HARDWARE/SOFTWARE

3.1 Technology Integration

3.1.1 General description of technologies
being considered for use in the program
name

3.1.2 Specific technical details of
technologies being considered for use in
a specific system, subsystem, or
component

Step 2 — Validating the Elements

During the Elements validation process, ask the questions who, what, why, where,
when, and how. This process will confirm the requirement for each element in the table.
Look for examples and discuss in terms of tangible data that provide the specificity
required by the user. If necessary, add clarifying comments in the Remarks column,
and amplifying details to the compendium.

Step 3 -Determine Eligibility of Elements for Classification

The CMWG should use the Eligibility Determination Tool (Figure 1) to determine if the
Element is eligible to be classified. It is important to take each Element through the
entire tool to establish that the originator is the owner of the information to be classified
for the first time, or to establish that the information is derivative or being leveraged from
another program or source. If the information does not belong to the program using it,
that fact must be identified in the SCG and reference made to the appropriate OCA or
owner. Following these steps may appear unnecessary; however, after using the tool, it
will become clear that all of the questions must be answered each and every time to
establish if the information is owned by the current program. The thoroughness in the
implementation of this process will help when using the next tool in the series. Any
discussion items should be recorded in the compendium for future reference.

16



Eligibility Determination Tool (Figure 1)

Classification management is predicated on protection/management of that critical and sensitive items/information. Results of the
output of the criticality/sensitivity tool should lead you here. This tool should be completed before proceeding to the Classification
Level Tool.

Eligibility

A. Is the information already classified in another US Army program or by another Military Department? (Note:-Request G-2
support to ascertain)

[1 No

L1 Yes (go to that Security Classification Guide or Military Department for derivative classification)

(See page 16 for amplification)
B. Is the information eligible for classification? (Information may be classified only if questions 1, 2 and at least one part of
3is yes)

1. Is the information being submitted to an original classification authority (OCA) for inclusion in a security classification
guide (SCG)?

] No

] Yes

(See page 16 for amplification)
2. Is the information official (owned by, produced for or under the control of the US Government)?

[1 No

] Yes

(See page 16 for amplification)
3. Within Classification Management Regulations (E.O. 12958, as amended, DoD 5200.1-R, AR 380-5, etc.), does the
information fall within one or more of the categories listed below and could it be expected to result in damage to national
security including defense against transnational terrorism? (check all that apply)

a. military plans, weapons systems, operations

] No
1 Yes

b. foreign government information — Refer to Program Manager (PM), Program Security Manager
(PSM)/Contract Security Manager (CSM)
[1 No

17



L Yes

c. intelligence activities, intelligence sources or methods, or cryptology — (Note: Refer to G-2 to ascertain if
these activities, sources, or methods are involved)
[1 No
[] Yes

d. foreign relations or foreign activities of the US including confidential sources — Note: Refer to PM and if
necessary G-2 to ascertain)
] No
[1Yes

e. Information within one of the following categories relative to national security including defense against
transnational terrorism

1. scientific
[1 No
[1 Yes

2. technological
] No

L] Yes

3. economic
[l No
O Yes

e resources—Refer to PSM/CSM for amplifying details, e.g., numbers of persons, MOS of persons,
trained, and readiness.
[1 No
] Yes
e budget — Refer to PSM/CSM for amplifying details
] No
L] Yes

18



e sensitive contractual relationships or contractual relationships with foreign governments,
including wholly owned subsidiaries, (should have “yes for item 3.b and item 3.d) — Refer to
PSM/CSM to ascertain
[1No
[ Yes Refer to PSM/CSM

f. U.S. government programs for safeguarding nuclear materials or facilities — Note: Refer to PSM/CSM to
ascertain)

[1 No
L] Yes

g. Vulnerabilities or capabilities of systems, installations, infrastructures, projects, plans, or protection
services relating to national security including defense against transnational terrorism.

0 No explain

] Yes

h. Weapons of mass destruction
1 No
[ Yes

**Information items deemed eligible for classification should be migrated to the Level of Classification Determination Tool

19



Extrapolation of Items in Eligibility Determination Tool.

Is the information already classified by another Original Classification Authority?
If the information has been previously classified and is being leveraged from another
program, then an SCG should exist and the security classification becomes derivative.
This is consistent with the “original” in OCA. If the OCA signing the SCG is not the
classification authority for the items in either of these categories, then the OCA of the
SCG being developed cannot “originally” classify them.

CMWGs should immediately enter in the Classification column for information
determined to be derivative the phrase “See Remarks” and in the Remarks column the
entry “See XXX SCG, See Program Security Manager, “See Operational Requirements
Documents”, or “See Capabilities Development Document (CDD)”. The XXX SCG and
specific documents are direct references to the origin of the derivative information. The
“See Program Security Manager” phrase is often used when exercising the need-to-
know principle relative to the specific source for the derivation. Examples of such
sources include classified, Sensitive Compartmented Information or Special Access
Program SCGs.

Is the information being submitted to an OCA for inclusion in an SCG?

The answer to this question appears to be simple and straightforward since we are now
in the third step of the process of developing an SCG to be submitted for OCA
signature. However, the CMWG should consider the following: Does the OCA have
cognizance over the information, program, plan, project, or system being proposed for
classification? This is similar to the first question regarding derivative information, but
also considers factors such as linkage to the program. There have been cases where
an SCG was signed by an OCA, who had no affiliation with the program except for
geographic proximity. This could mean that all disclosure issues revert to an OCA that
may have no insight into the program — not an ideal situation. Does the OCA have
proper authority in writing, and is the OCA able to articulate the damage to national
security if the information being classified is compromised or subject to an unauthorized
disclosure or being challenged regarding the security classification level determination?
The list of Army OCAs is limited. CMWGs should always check with HQDA, G-2
(DAMI-CDS) if they are uncertain if the proposed signatory of the SCG is an approved
OCA.

Is the information official (owned by, produced for or by, or under the control of
the U.S. Government (USG))?

It must be established that the information is owned by, produced by or for, or is under
the control of the USG. When a U.S. contractor voluntarily introduces “company
proprietary” information into a USG program, the U.S. contractor is effectively placing
that data under the control of the USG. In this case, that information is subject to the
provisions of the program SCG. This point is very important since CMWGs are often
confronted with the claim that proprietary data means that type of information cannot be
classified, and that claim is incorrect.

20



Examples:

1. Jack Spade, the Security Manager for the COSMIC Program, is conducting a
combined security classification orientation and training session for the newly-
established Classification Management Working Group. In explaining the eligibility of
elements to be classified under a security classification guide (SCG), Mr. Spade
emphasized two key points:

a. First, identify all basic elements that will constitute the system and program,
regardless of the origins of the information, technologies, components, subsystems, or
systems.

b. Second, once all of the basic elements of the system and program have been
identified, then the group should review whether any of the elements have already been
classified in the first instance by another original classification authority. By doing so,
the group will automatically eliminate those elements from original classification under
the COSMIC SCG.

2. MAJOR Jay Olsen, US Army Training and Doctrine Command (TRADOC) point of
contact for Army concepts and doctrine (to include tactics, techniques and procedures
(TTPs)) elicits the assistance of the command Security Manager to develop security
classification guidance involving counter-improvised explosive device (C-IED) TTPs. In
reviewing the requirements outlined by MAJ Olsen, the Security Manager
recommended convening a working group to determine whether background references
were available to assist the group in identifying elements for the requested guidance,
such as concepts and doctrine regarding convoy operations currently being taught at
any TRADOC schools. The collection of such documents would assist in identifying the
applicable elements for this C-IED guidance and then tailoring the elements for such a
security classification guide.

21



Exercise Questions:

1. Executive Order 12958, as amended, states that each delegation of original
classification authority shall identify the official by name or position title. From an Army
perspective, the optimum method for identification is by:

a. Name of the Official
b. Position Title of the Official
c. Both Name and Position Title of the Official

2. In developing an attack helicopter system for the Army and in keeping with
Department of Defense acquisition policy that advocates compressing the length of time
required to field a weapon system, the Program Manager instructed the prime
contractor to leverage readily available technologies, components, subsystems, and/or
systems to achieve the primary goal in defense acquisition. Should all leveraged
technologies, components, subsystems, and/or systems be included as elements in the
attack helicopter security classification guide?

a. Yes
b. No

3. If official information is owned by, produced for or by, or under the control of an
original classification authority (OCA) and the compromise of it will damage national
security, does it automatically constitute eligibility to classify originally under a security
classification guide of that OCA?

a. Yes
b. No

4. In negotiating a program security instruction for an international cooperative
development program, representatives from Country X opined that the US security
classification guide (USG) should be used as the base guidance for the arrangement
and their information would just be added to and addressed in the document. Since all
information and materials provided to the US by Country X will be appropriately marked
in terms of security classification and handling instructions, the US side opined that
those elements should not be included in the US SCG. Is the US position prudent in
terms of the eligibility of elements in the guide?

a. Yes

22



b. No
5. While it is acknowledged that the Classification Management Working Group is the
preferred and optimum venue for the development of security classification guides
(SCGs), in an emergency, a Security Manager can independently draft an effective
guide by copying an equivalent or a series of similar SCGs.

a Yes

b No
6. In developing the sections of the security classification guide (SCG), there has been
a penchant for specifying a “Critical Elements” section. The current methodology
eliminates this section. What factor(s) contribute to the rationale for eliminating this
section from the SCG?

a. Redundancy in terms of other parts of the guide.

b. Lead an adversary to target the most important information regarding the
system if the document is compromised.

c. Need-to-know principle.
d. All of the above.

7. Can proprietary, patent or copyright data be eligible elements of a security
classification guide?

a. Yes
b. No

8. Under the applicable classification standards listed in Executive Order 12958, as
amended, the following eligible “Elements” conditions apply:

a. Information is being classified by an original classification authority.

b. Information is owned by, produced by or for, or is under the control of the
United States Government.

c. Information falls within military plans, weapons systems, or operations;
intelligence activities; scientific, technological, or economic matters; or vulnerabilities or
capabilities of systems, installations, infrastructures, projects, plans, or protection
services relating to the national security.
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o TRUE or FALSE

9. Compilation of information is not an eligible element in a security classification guide,
particularly the combining of data from two or more systems.

o TRUE or FALSE

10. Are commercial off-the-shelf products that are acquired for a system eligible
elements for inclusion into a security classification guide?

a. Yes

b. No

24



Exercise Answers:

1. b (p. 6)

2. a (p. 13)

3. a (p. 13)

4. b (p. 13)

5. b (pp. 2, 11)
6. d (p. 11)

7. a (pp. 13, 17)
8. TRUE (p. 13-15)

9.  FALSE (p. 11)

10. a (p. 13)



Step 4 - Level of Classification

The Level of Classification Tool was developed to assist OCAs and Security Managers
in making consistent classification decisions. Guidance that has been provided in
directives and regulations is broad and not clearly defined, so that the interpretation of
the guidelines for the determination of security classification is purely subjective. This
tool facilitates the necessary dialogue within the CMWG and increases objectivity when
determining the appropriate classification level for each element. Additionally, the
application of the tool provides the OCA with detailed rationale for each security
classification decision.

The CMWG should take each Element through the entire Level of Classification
Determination Tool, beginning with CONFIDENTIAL and ending with UNCLASSIFIED.
It is designed to work through each level even after the criteria for a previous level was
met. What meets the CONFIDENTIAL criteria may also meet the SECRET or TOP
SECRET criteria. The highest level of security classification is always selected.

The Army Research and Technology Protection Center (ARTPC) developed criteria to
discriminate between and among the definitions of the three levels of security
classification that have been established by E.O. 12958. In addition, the criteria will
assist the users of the SCGs in arriving at the proper level of security classification for
each element in the guide. Use of these criteria will contribute to the standardization of
SCGs throughout the U.S. Army.

Information that does not meet the criteria for security classification either individually or
by compilation is deemed to be unclassified. However, information deemed to be
unclassified does not mean that it is automatically releasable to the public. Before
unclassified information can be officially deemed “Public Release”, a competent
authority, specifically the Public Affairs Officer, must review and determine that the
information is releasable to the public. The provisions of AR 360-1, The Army Public
Affairs Program, apply. Additionally, information may be exempt from public release
under certain statutes, regulations or policies (such as the Arms Export Control Act,
International Traffic in Arms Regulation, Freedom of Information Act, Privacy Act, or
Export Administration Act). It is important for the CMWG to remember that “Public
Release” publications will normally be assigned the “Distribution Statement A” marking
in accordance with AR 380-5.
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Level of Classification Determination Tool
(Figure 2)

Using the results of the Eligibility Determination Tool, this next tool assists in
determining the level of security classification assigned to each element as part of the
development of the SCG. According to E.O. 12958, as amended, security classification
is related to "damage to national security” which means harm to the national defense or
foreign relations of the United States from the unauthorized disclosure of information,
taking into consideration such aspects of the information as the sensitivity, value, utility,
and provenance of that information. There are three levels of classification defined in
terms of level of damage -- CONFIDENTIAL, SECRET and TOP SECRET.

** Compilation of items of information that are individually unclassified may be classified
if the compiled information reveals an additional association or relationship that: 1)
meets the standards for classification; and 2) is not otherwise revealed in the individual
items of information. The aggregate information will be classified at the appropriate
level to prevent compromise until an analysis of the aggregate can be accomplished
and validated by the OCA.

1. CONFIDENTIAL: compromise or inadvertent release of the information would result
in “damage” to national security.

When applying the tool to each eligible element, ask the CMWG if any of the criteria
listed below applies.

e loss of low level intelligence collection capability or revelation that the US has or
is capable of obtaining specific low level foreign information or material result in
damage to national security.

e loss of information that could threaten the international position of the U.S

e loss of information that could threaten the country’s ability to wage war

¢ loss of information that would reveal details of how we plan to achieve a national
security objective or intention

e loss of information that would compromise a current or a future capability

For amplification of the terms used in the criteria, see pages 27 - 30.

If the answer is yes to at least one statement above, consider for CONFIDENTIAL
classification.

If the answer is yes to more than one statement, consider the pos