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I.  CAREER PROGRAM 35 (INTELLIGENCE).

     A.  Study Planned of the Impact of Transformation of Installation Management

on Career Program Positions.  Career Program Managers from throughout Army attended a Planning Board in May at Ft Huachuca to review and make recommendations on the Army Civilian Training, Education and Development System (ACTEDS) plan for the Intelligence and Security Career Program.  One of the key recommendations was to study the impact of such recent events as the Transformation of Installation Management (TIM) initiative on the workforce, especially the Security Specialist, GG-080, portion of the workforce.  It is now planned that the Counterintelligence, Foreign Disclosure and Security Directorate of the G-2 will lead the study with the assistance of the Intelligence Personnel Management Office.  The study will try to determine needed changes to Qualification, Job Classification and Career Development standards for Security and Intelligence Specialists.  Input will be sought from MACOM Career Program Managers and welcomed from members of Army’s MI Community.  

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1930.  If sending e-mail, please put in your “subject line” – “080 Study”)

     B.  Another Key Issue Resulting From Comments on the Proposed Revision of the ACTEDS Plan – Proposal for an Information Operations (IO) Career Area.  The Career Program Planning Board held last may, referenced above, also recommended development of a proposal for an IO Career Area for subsequent consideration.  The Land Information Warfare Activity has developed a proposal that is provided for review and comment at Appendix A.  IO spans more than one career programs.  A key issue will be whether the proposal is appropriate for Career Program 35 – whether it represents enough of CP-35 careerists at this time.  Your comments are welcome.

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1569.  If sending e-mail, please put in your “subject line” – “ACTEDS Plan”)

    C.   Functional Chief Representative (FCR) Competitive Development Program for FY03 – Now Seeking Nominations for Training Starting in Second Quarter.  
CP-35 careerists may submit nominations, through their supervisory chain, for separate competitive consideration for funding for one or more of the following categories of training, development or education:  Short-term Management or Technical Training (besides Intelligence, Security and Intelligence Related training, a careerist can also include such activities as language training); short and mid-term Developmental Assignments; or full or part-time University Education (can also include such activities as TDY for attending the Joint Military Intelligence College (JMIC) or tuition and TDY to attend a foreign area studies program).  Careerists may propose programs that combine training and development from two or more categories.  They may also request funding for just a part of their training such as just for the TDY costs.  Requests need to be submitted considerably in advance.  The window for requests for programs that would start in 1st Qtr FY03 has already closed.   The window for requests starting in or after 2nd Qtr FY03 will close on 18 November 2002.   All nominations need to be at the IPMO by that time.  Funds are limited and demand is growing.  Recommend all requests for FY03 funds, regardless of quarter, be submitted by this suspense date to ensure they receive equal consideration.
          1.  Where to Get Information.  Career Program (CP) - 35 will fund meritorious nominations for training and development as described in the FY2003 Army Civilian

Training, Education and Development System (ACTEDS) Catalog available on the INTERNET at http://cpol.army.mil/train/catalog/index.html   Chapter 3 of that catalog contains centrally funded opportunities for Professional/Administrative Career Path DCIPS employees in CP-35 as well as for other Army career programs  (CPs), however, employees in other CPs must seek funding either locally or from their own CP’s FCR.

           2.  New Focus on Technical Training.  We are expecting to fund more short-term technical training courses in FY03.  We are expecting many careerists to seek funding for courses they need to improve competencies required by either the new ACTEDS plan or by the Intelligence Community Officer Training (ICOT) curriculum.   All of this training is eligible for competitive FCR funding.

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1568.  If sending e-mail, please put in your “subject line” – “FCR CPD”)

    D.   Nominations are Being Sought for Management Development Center

Courses That Start in Second Through Fourth Quarter FY03.
  The IPMO will be purchasing a number of course quotas for the highly respected Management Development Seminars.  Courses that we plan to purchase in the 1st Qtr FY03 have already been allotted.  Nominations are now being sought for courses starting in the 2nd through 4th Qtrs of FY03.  Depending on success with an Unfinanced Requirement request, additional courses starting in the 3rd and 4th Quarters in FY03 will also be purchased and separately advertised.  The courses, available for competition, are as follows:  

OPM COURSES:

Course Title/Number Quotas



Dates



Location
Conflict Resolution Skills (1)




Mar 24-28, 03

Denver, CO
Countering Terrorism Seminar (5)


May 19-23, 03

Quantico, VA
Homeland Defense:  Critical 
    Infrastructure Protection (2)



Jan 27-31, 03

Shepherdstown, WV
Homeland Defense:  Understanding
     The Enemy (5)






Mar 10-14, 03

Shepherdstown, WV
Leadership Assessment Program (1)

Feb 24-28, 03

Shepherdstown, WV
Leadership Potential Seminar (1)


Jan 06-17, 03

Shepherdstown, WV
National Security Policy (2)




Aug 18-29, 03

Denver, CO
The number in parentheses after the course title indicates how many quotas will be purchased and made available.
Besides free tuition, TDY required to attend can also be paid for centrally.  There is a good chance you can get approved to attend one of these courses.  Start the paper work today!  See the article above for more information.  Note, those interested in a class that starts in 3rd or 4th Qtr FY03 should submit their requests NLT 18 November 2002 as well as those interested in courses starting in 2nd Qtr.   See CP-35’s section of Chapter 3 of the current ACTEDS Catalog for more information at: http://cpol.army.mil/train/catalog/index.html   

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1568.  If sending e-mail, please put in your “subject line” – “OPM Mgmt Seminars”)

      E.   Two Selected from Career Program 35 for the 2002 Class of the Defense Leadership and Management Program (DLAMP).  DLAMP has been recast.  Information on DLAMP can be found at http://cpol.army.mil/train/catalog/ch04dlamp.html   Recently, Army announced those selected for the 2002 Program.  Mr. Guy DeLuca, US Army Contracting Command Europe, Security Officer, GG-080-13 and Mr. James Maxwell, US Southern Command, Intelligence Specialist (GMI Analyst), GG-132-13 represent Career Program 35.  Congratulations!
(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1568.  If sending e-mail, please put in your “subject line” – “DLAMP”)

II.  TRAINING AND DEVELOPMENT (ALL DCIPS PERSONNEL).  

     A.  Deadline Approaching for Next Sustaining Base Leadership Program.  The deadline for the next Sustaining Base Leadership and Management (SBLM) resident program is October 1 for the course that will run from January 13 to April 4, 2003.  

          1.  Eligibility.  All sustaining base civilians, grades GS-12 through 14 are eligible to apply for the program, offered by the Army Management Staff College at Fort Belvoir, Va.  Majors and lieutenant colonels should apply through their branch managers.  GS-11s and 15s are considered by exception.  The SBLM program is designed to prepare the next generation of leaders for the Army's sustaining base, those agencies and programs which train the soldier, prepare the soldier for operations, get the soldier to the operation, sustain the soldier during the operation and return that soldier home.  The sustaining base also includes the programs aimed at the well being of soldiers and their families, to provide them a quality of life equal to or better than that which the soldier is pledged to defend.  By definition, that would make almost all civilians and many military members eligible for the program. 

           2.  Justification for Attendance.  "SBLM graduates become the leaders who not only can, but do solve problems, who understand the varied levels of organization and the connections between systems, and who have vision, flexibility, a "can-do" attitude, and a selfless organizational focus.  They use those professional skills to improve their organizations, and pass on what they've learned to others so they may benefit, too," said Col. Philip L. Wilkerson Jr., AMSC commandant.  "In today's 'war for talent' supervisors can't afford not to send personnel for advanced education.  If we don't give our employees the opportunity to grow, they will go someplace where they do get that opportunity."  Research on SBLM graduates has shown that they have been promoted more than twice as often as non-SBLM graduates.  Supervisors of SBLM graduate’s report that their employees return to their jobs with the ability to handle increased responsibility, with the potential to move into senior leadership positions and with increased value to the organization.  "Allowing your employees to pursue professional education is an indication of a supervisor's own farsightedness and planning abilities. You may be without a valued employee for a short time, but you get back someone who will provide much more in-depth knowledge and support for your office," said Dr. Ursula Lohmann, dean of the college.  "By the way, this is also an opportunity for an on-the-job developmental assignment for another employee left at home station."  

         3.  Application Procedures.  Applicants are selected for attendance by a board convened at Headquarters, Department of the Army.  To apply for the program or to find out more about it, log on to http://www.amsc.belvoir.army.mil/ or call (703) 805-4756/4757

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1568.  If sending e-mail, please put in your “subject line” – “SBLM”)

      B.  Nominations Now Being Sought for the CY2003 Intelligence Community Officer Course (ICOC).  The ICOC is an intense two-week program designed to prepare GG-15s, and highly qualified GG-14s, for leadership positions in the Intelligence Community.  A key course goal is to build interagency knowledge and understanding.  This course has been recommended by 100% of the Army attendees from the last three sessions.  The course is conducted out of a facility in Reston, VA.  Nominations for the following course sessions are now being accepted:
1st Qtr         - 06-17 January

- 24 February-07March

- 24 March-04April

2nd Qtr        - 21 April-02May
- 02-13 June





3rd Qtr         - 14-25 July


- 11-22 August



- 15-26 September



4th Qtr         - 20-31October

- 08-19December

Army receives two quotas for each course session, and HQDA central funding for travel/per diem (except for rental car) is available for selected CP-35 careerists who reside outside the metropolitan Washington, DC area.  Applicants should submit Forms 1, 2, 3, 5 and 9 of the Applicant Package found on http://www.cpol.army.mil/train/catalog/index.html and in FY03 ACTEDS Training Catalog, Chapter 3, CP-35.  Applications for sessions in 1st Qtr CY03 should be received by the IPMO NLT 18 November 02 and for sessions in all other Qtrs NLT 12 February 2003.

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1569.  If sending e-mail, please put in your “subject line” – “ICOC”)

      C.  Next Cycle of Intelligence Community Assignment Program (ICAP) Vacancies to Open on 1 October.

HEAR YE! HEAR YE! READ ALL ABOUT IT!

Are you interested in working for another Intelligence Community Agency or Service for two years?  Do you see your career goal as being a team member of upper management or even a member of the Senior Service? 

These are two very important questions for you to answer.  If the answer is yes to both, the easiest way to achieve this is to apply for an Intelligence Community Assignment Program (ICAP) position.  This program was designed by the Intelligence Community as a means to broaden and enhance a careerist’s knowledge by serving for a minimum of two years in another Intelligence Community agency.

More information on ICAP can be found on the NIPRnet at:  http://www.dami.army.pentagon.mil/offices/dami-cp/programs/ico/  The next cycle of ICAP announcements will be open from 1 October 2002 through 21 October 2002.  You will be able to browse through announcements only on the JWICS system at icap.cms.ic.gov.  At this site you have the ability to search by position title, grade, duty station and agency or you can just scroll down and look at them all.  

For specific information on application procedures please contact the IPMO by phone or by e-mail address given below.

MANAGERS

Would you like to have an intelligent careerists from another agency come to you and help you with your mission?  If the answer is YES, here’s how.  All you need is a statement of duties at the GG-13, 14, or 15 level, information about your organization, and a willingness to share information with someone who may not be from a military environment.  If you want to know more about this program, please contact the IPMO by phone or by e-mail address given below.

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1568.  If sending e-mail, please put in your “subject line” – “ICAP”)

      D.  You Could Be Close to Obtaining Full Credit Toward Meeting the Intelligence Community Officer Training (ICOT) Requirement.  ICOT is one of three elements required for Intelligence Community Officer (ICO) Designation.  It consists of a curriculum of ten weeks of training in six disciplines designed to develop an Intelligence Community workforce who will lead with Community perspective and strategic outlook as follows:  National Security and Intelligence Issues (1 week); Leadership and Management (3 weeks); Counter-intelligence, Security, Information Assurance and Denial and Deception (1 week); Production and Analysis of Intelligence (1 week); Collection, Sources and Processing of Intelligence (1 week); and Impact of Technology Across the IC (1 week).  There is also a requirement for an Overview Course (2 weeks).  The ICOC, discussed in paragraph B above, fulfills that requirement.  Creditable training may be earned at any point during one’s career.  It is also possible to receive up to one day of credit in each category based on experience in lieu of training.  Frequently, careerists discover that many of the courses they have taken can be credited.

         1.  ICOT Curriculum Guide.  The ICOT Curriculum Guide provides guidance on meeting ICOT requirements, identifies training objectives for each category and provides a listing of representative courses.  The Guide may be found at the IPMO home page at www.dami.army.pentagon.mil/offices/dami-cp/programs/ico/icot.

         2.  Database Available.  A database has been established on INTELINK-TS/JWICS to allow careerists to submit requests for ICOT credit.  A database is also being established on the SIPRNET that should be available in the next few months.  

         3.  Instructions.  Detailed instructions for application for ICOT credit have been developed and may also be found at the above web site.

         4.  Requests for ICOT credit may be submitted at any time.  It is not necessary to wait until you feel you have met all ICOT requirements, or requirements for an entire category.  You are encouraged to establish an account and submit requests for credit for courses you have already taken.  Once credit has been determined, planning to fulfill remaining requirements will be easier.

         5.  Competitive HQDA Funding is Available.  Remember, the Functional Chief Representative (FCR), Competitive Professional Development Program can fund the courses required for ICOT, if funding cannot be obtained locally.

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.milor by phone at DSN329-1569.  If sending e-mail, please put in your “subject line” – “ICOT”)

      E.  Review of the Intelligence Community Assignment Program (ICAP) in FY02.  Army participation in ICAP was not very active throughout FY02 because of the high OPTEMPO caused by 9/11.  Although it is a little early to wrap up the fiscal year, it looks like up to 5 Army careerists went out on ICAP assignments and up to 4 careerists from other agencies and services came to Army as follows:

Outgoing:

Cycle 02A:  1 careerist from EUCOM to DIA

          02B:  1 careerist from EUCOM to DIA

          02C:  1 careerist from EUCOM to CIA

          02D:  potential for 1 careerist from INSCOM to DPMO and 1 careerist from HQDA 

                    to NSA

Incoming:

Cycle 02A:  1 careerist from CIA to TRADOC

          02B:  1 careerist from DIA to TRADOC

          02C:  1 careerist from DIA to EUCOM

          02D:  potential for one careerist from NSA to SOUTHCOM

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1568.  If sending e-mail, please put in your “subject line” – “ICAP”)

III.  SUPPORT TO ARMY’S CIVILIAN HUMAN RESOURCE STRATEGIC PLAN. 
  A.  Refresher on Pay Ceilings That Affect Employee Pay and the Exemplary Performance Award (EPA).   

          1.  Categories of Pay Caps.  There are a number of pay ceilings (caps) that apply equally to DCIPS and Competitive Service employees.  The ceiling categories, as prescribed in the US code and the Code of Federal Regulations are listed below, along with the amounts from the Executive Pay Schedule that are currently applicable for positions at grade 15 and below:

Premium Pay:  (These sections are specific to eligibility for payment of premium pay):  5 USC 5547; 5CFR 550.105-107.  Two types of caps (bi-weekly and annual) - both are capped at the maximum allowable for grade 15, step 10.  (The maximum referred to in this category includes base plus locality pay.)

Base Pay (for grades 15 and below):  5 USC 5303(f).  Ceiling is set at level V of the Executive Schedule (currently $121,600).

Base Pay with Locality Adjustment:  5USC 5304(g); 5CFR 531.604.  Ceiling is set at level IV of the Executive Schedule (currently $130,000)

Aggregate Limitation on Pay:  5USC 5307(a); 5CFR 530, subpart B.  Ceiling is set at level I of the Executive Schedule (currently $166,700).  This category includes everything: "base and adjusted salary" plus allowances, differentials, bonuses, awards, or other similar cash payments.

           2.  Pay Caps and the Exemplary Performance Award (EPA).  The above sections of statute and federal regulations are at this point equally applicable to title 5 (competitive service) and DCIPS.  However, CIPMS/DCIPS pay is set "in relation to" the General Schedule - and this means just what it says.  In accordance with our statute, the Secretary of Defense (through CIPMS/DCIPS) has independent authority to establish positions, appoint individuals to these positions, and to fix the compensation to be paid to appointees for service in these positions without regard to other laws relating to number, classification or compensation of employees.  The EPA, authorized by our DoD and Army regulations, is an example of his use of this authority.  At the present time it is the only means, other than by retained grade/pay, by which basic pay may be set above the step 10 in our system.  To illustrate just a bit - Here's what would occur for an individual in Washington-Baltimore geographic area who received an EPA that set pay at a constructed step of 15/12:

$112,863.00

Base Pay (ceiling =$121,600 iaw 5 USC 5303(f))

$  12,957.00  
Locality Pay for Washington-Baltimore area (currently 11.48%)

$125,820.00

Base pay with locality adjustment (ceiling = $130,000 iaw 5 USC 5304(g))

Since the base/locality pay is set above step 10 of grade 15, the individual would not be eligible for additional premium pay due to the limitations imposed by 5 USC 5547.

The individual would be eligible for other types of awards, bonuses, etc, as long as the cumulative total did not exceed the limitation established by 5 USC 5307(a) (currently $166,700)

(IPMO POC can be reached by e-mail at <mailto:dcips@hqda.army.mil> or by phone at DSN329-1565.  If sending e-mail, please put in your “subject line” - “Pay Cap”)

     B.  DCIPS Nonpermanent Appointments, Tenure and Within Grade Increases (WIGIs).  DCIPS employees placed on nonpermanent appointments for periods greater than one year, but not more than four years are eligible for WIGIs.  The information below responds to questions regarding DCIPS nonpermanent appointments, tenure, and WIGIs and reflects the shared consensus of HQDA (both G-2 and G-1) and the DoD Field Advisory Service. 

5 USC 5335(a)- States that "An employee paid on an annual basis, and occupying a permanent position within the scope of the General Schedule, who has not reached the maximum rate of pay for the grade in which his position is placed, shall be advanced in pay successively to the next higher rate within the grade at the beginning of the next pay period following the completion of ..." (the appropriate waiting period with pay and performance stipulations as described in this section.)

5 CFR 531.403 - Defines "permanent position" as "a position filled by an employee whose appointment is not designated as temporary by law and does not have a definite time limitation of one year or less."

5 CFR 531.405(b)- States that "a waiting period begins:  (1) On the first appointment as an employee of the Federal Government, regardless of tenure;..."

DCIPS-specific title 10 policies are developed as required to address areas of difference between title 5 and title 10 authorities, but in the absence of such policy, title 5 is an appropriate reference for DCIPS actions.

Although DCIPS is a Title 10 excepted service system, it is recognized as a merit-based system equivalent to Title 5.  Non-competitive movement between DCIPS (formerly CIPMS) and the competitive service is authorized under a Personnel Interchange Agreement between the Department of Defense and the Office of Personnel Management.

DCIPS appointments made for periods greater than one year, but not more than four years are processed as "Not-to-exceed" appointments equivalent to "term" appointments in the competitive service, and provide the same benefits and entitlements - to include eligibility for within-grade-increases.

Employee tenure code "3" is the correct code for the full duration of such appointments; 

Type of appointment for DCIPS NTEs greater than one year is "4C"  (3C is used in DCIPS only for Temporary appointments not-to exceed one year.) 

Incumbents of such positions meet USC and CFR criteria for entitlement to Within-Grade-Increases. 

IPMO POC can be reached by e-mail at <mailto:dcips@hqda.army.mil> or by phone at DSN329-1565.  If sending e-mail, please put in your “subject line” - “Non-temporary Appointment ”)

IV.  REVITALIZATION AND RESHAPING OF THE CIVILIAN WORKFORCE.

       A.  Three Key Measures of DCIPS Effectiveness Included within The Chief of Staff’s Strategic Readiness System.  The Chief of Staff has directed a new Army-wide Strategic Readiness System (SRS) be developed to better monitor readiness.  The Office of the G-2 will contribute to the “scorecard” with a number of “metrics.”  Three are now planned to address the civilian component of military intelligence.  In support of 
Objective L1:  Grow an Intelligence Force Skilled in the Art and Science of Intelligence, we plan to measure the percent of MI personnel trained and developed to evolving standard by tracking the growth in the use of competitive training and development funds managed by the Functional Chief Representative (FCR)/ADCS, G-2 for Intelligence and Security personnel.  Also in support of that Objective we plan to measure the number of courses available to train MI personnel to evolving standard by tracking the number of courses completed by Army careerists through the Joint Intelligence Virtual University (JIVU).   In support of Objective L6:  Ensure Flexible and Responsive Human Resource System, we plan to measure the percent of health of the Civilian Human Resource Program by tracking the overall performance of servicing provided to DCIPS organizations from the centralized DCIPS operation at Ft Huachuca.

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1930.  If sending e-mail, please put in your “subject line” – “SRS ”)

      B.  Four Recruitment Events Planned for FY03 By the Intelligence Community.
           1.  Be A Part Of The FY03 Joint IC Recruitment Team.  Army Intelligence managers and supervisors working in partnership with servicing Human Resource managers once again have an opportunity to achieve greater visibility within the IC and to increase public awareness that Army Intelligence is an attractive and dynamic employer by being a part of the Joint Intelligence Community Recruitment Team in FY03.  

           2.  Success in FY02.  Representatives from the National Ground Intelligence Center, Ft Huachuca CPAC, and Ft Huachuca CPOC experienced this first hand when they represented Army Civilian MI at the National Society of Black Engineers in FY02, which resulted in a substantial number of resumes and a new hire possessing the skills necessary to be a part of the Army MI team.

           3.  Planned FY03 Events are:

              (a)  Hispanic Association of Colleges and Universities (HACU)

                                                                         – October 26-29, 2002; Denver, Co

              (b)  American Indian Science and Engineering Society (AISES)

                                                                         -- Nov 07-08, 2002, Tulsa, OK

              (c)  National Society of Black Engineers (NSBE)

                                                                         -- March 2003, Anaheim, CA (Dates TBD)

              (d) Organization of Chinese Americans (OCA) 

                                                                         – July 2002, Honolulu, HI (Dates TBD)

           4.  Can Obtain Quality Candidates.  As part of your recruitment efforts, keep in mind that DCIPS supports Direct-to-Public-Recruitment or as some refer to it as Direct Hire.  Functional representatives partnering with servicing HR specialists can use this authority to make tentative on-the-spot job offers at Career/Job fairs.  

           5.  Your Assistance is Needed.  Please forward this message throughout the functional community.  Consider the up-coming events listed above in your planning efforts.  Where there is an interest, provide the functional POC information and that of the servicing HR specialist (CPAC) that will assist to the Intelligence Personnel Management Office.  As stated in many different forums, the intent is to create a network of individuals within Army MI (functional and HR) who are interested in helping us to increase Army's visibility as part of the IC, and enhance our ability to recruit talented candidates. 

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1589.  If sending e-mail, please put in your “subject line” – “IC Recruitment”)

     C.  Recent Diversity Statistics.  The DOD IC set a “stretch goal” several years ago to try to select at least one-third minorities when making new hires.   Few agencies and services have achieved that goal.  Army has made some progress recently.  It has moved up from hiring 25% at the end of 3rd Qtr last year to almost 28.5% at the end of 3rd Qtr this year.  Even more encouraging is the growth in DCIPS-wide minority hires in grades 13-15 that went from 9.46% by 3rd Qtr 01 to 21.69% the same time in FY02.

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1589.  If sending e-mail, please put in your “subject line” – “Diversity”)

V.  IPMO WEBSITES AND STAFF LISTING.

     A.  Information from Back Issues of DCIPS/IPMO Updates Are Now Easier to Find.  Back issues of the DCIPS/IPMO Update are posted on each of the IPMO’s three web sites.  On the NIPRnet go to:  http://www.dami.army.pentagon.mil/offices/dami-cp/guidance/.  For the last few months an Index to Update Articles has been posted there to make it easier to search back issues.  That Index has now been streamlined and formatted according to the broad topic areas reflected in the Chapter and Paragraph headings found in AR690-13.  Now, only Update articles that are still current are listed along with listings of related DCIPS Personnel Management and Information Support System (PERMISS) articles.  This should make it easier to not only find the Update article on the subject you are looking for but also find out what other relevant policy or guidance exists. 

(IPMO POC can be reached by e-mail at mailto:dcips@hqda.army.mil or by phone at DSN329-1930.  If sending e-mail, please put in your “subject line” – “UPDATE Index”)

     B.  IPMO Staff Listing.  Recent changes in security procedures have resulted in a change in practice in listing the names of the Actions Officers from the IPMO within each Update article.  We will now list the following “address”- mailto:dcips@hqda.army.mil along with the POCs phone number.  If sending e-mail, please put in your “subject line” enough information so we can route it to the right action officer.  E-mail sent to this address will arrive at a common website for the Intelligence Personnel Management Office where it will be screened on a daily basis and forwarded to the appropriate action officer.  The phone number listed with the “address” in any Update Article will be that of the appropriate action officer.

     C.  IPMO Websites.  

Internet/NIPRNET - ODCSINT (DAMI-CP)
http://www.dami.army.pentagon.mil/offices/dami-cp/

Intelink-S/SIPRNET - ODCSINT (DAMI-CP)
http://www.dami.army.smil.mil/offices/dami-cp/
Intelink-TS/JWICS - ODCSINT (DAMI-CP)
http://www.dami.ic.gov/offices/dami_cp/
Purpose and Intended Audience.  This Update on the Defense Civilian Intelligence Personnel System (DCIPS) and actions of the Intelligence Personnel Management Office (IPMO) is disseminated to:  Army’s DCIPS civilians and their supervisors through their Major Command and Activity Career Program 35 (Intelligence) Career Program Managers; to Senior Civilian Military Intelligence Leaders; and to Army’s Civilian Personnel Management Community.  The information it contains is from authoritative sources but is in itself not regulatory in nature.  This issue, as well as previous issues, will be posted on the NIPERNET, SIPRNET and JWICS.  On the NIPRNET go to http://www.dami.army.pentagon.mil/offices/dami-cp/newsroom.asp  An important additional source of information on DCIPS is the DCIPS articles in Army’s Personnel Management Information Support System (PERMISS).  They can be viewed on the NIPRNET at http://cpol.army.mil/index.html.  Once there, click on Reference, then PERMISS and then on DCIPS.     

Questions, Concerns and Recommendations about DCIPS/IPMO Updates.  Direct concerns about the format, frequency and distribution to IPMO POC mailto:dcips@hqda.army.mil or by phone at DSN329-1930.  Direct questions concerning content of individual articles to the indicated IPMO staff POC.

APPENDIX – Proposal for an Information Operations Career Area for CP-35

	CAREER PROGRAM 35 - Information Operations (IO) Career Area Model (Proposed)

	Organizational/  Environmental (SE)
	Spec
	Functional / Substantive (SF)
	CNO -  (CERT / CDAP/

CWC)
	VA
	Field Spt
	Plans & Intel

	SE1. Army/joint IO doctrine
	all
	SF1. Army IO Teams, Organizations & Agencies
	X
	X
	X
	X

	SE2. IO fundamentals
	all
	SF2. Army/LCC IO Staff
	X
	X
	X
	X

	SE3. Integration of IO elements
	all
	SF3. Psychological Operations / Counter Propaganda Activities
	X
	X
	X
	X

	SE4. Introduction to DII & COE
	all
	SF4. Military Deception / Counter Deception
	X
	X
	X
	X

	SE5. AEA & COP
	all
	SF5. Operations Security/Physical Security
	X
	X
	X
	X

	SE6. IO-related staff processes 
	all
	SF6. Physical Destruction
	X
	X
	X
	X

	SE7. Army IO (MDMP) & joint (JOPES) planning
	all
	SF7. Electronic Warfare
	X
	X
	X
	X

	SE8. Nat'l, joint, other Service, other Army IO Organizations
	all
	SF8. Civil Military Operations
	X
	X
	X
	X

	SE9. IO lessons learned
	all
	SF9. Public Affairs
	X
	X
	X
	X

	SE10. Emerging IO doctrine & technology
	all
	SF10. Counterintelligence
	X
	X
	X
	X

	SE11. Nature of the threat
	all
	SF11. IO Applications in War and OOTW
	X
	X
	X
	X

	
	
	SF12. Army & joint IA
	X
	X
	X
	X

	
	
	SF13. Defensive IO
	X
	X
	X
	X

	
	
	SF14.Organization for CND
	X
	X
	X
	X

	
	
	SF15. Vulnerability Assessment
	X
	X
	
	X

	
	
	SF16. Computer Incidents & Classification of Computer Incidents 
	X
	X
	X
	

	
	
	SF17. Computer Incident Response
	X
	X
	
	

	
	
	SF18. Network Security
	X
	X
	X
	

	
	
	SF19. TCP/IP
	X
	X
	
	

	
	
	SF20. Firewalls
	X
	X
	X
	

	
	
	SF21. MS Windows/NT System Security 
	X
	X
	
	

	
	
	SF22. UNIX System Security
	X
	X
	
	

	
	
	SF23. Security Toolbox
	X
	X
	
	

	
	
	SF24. Data Encryption
	X
	X
	
	

	
	
	SF25. Public Key Infrastructure
	X
	X
	
	

	
	
	SF26. Information IPB
	X
	X
	X
	X

	
	
	SF27. Army & Joint IO Targeting
	X
	X
	X
	X

	
	
	SF28. IO Legal & Ethics Considerations
	X
	X
	X
	X

	
	
	SF29. Information Resources
	X
	X
	
	X

	
	
	SF30. Adversarial Threat Tools
	X
	X
	X
	X

	
	
	SF31. Antiterrorism / Force Protection 
	X
	X
	X
	X

	
	
	SF32. Computer Network Operations (CNO)
	X
	X
	X
	X

	
	
	SF33. Offensive IO
	X
	X
	X
	X

	Glossary of Diagram Acronyms:
	IO - information operations

       

	AEA - Army Enterprise Architecture
	IPB - intelligence preparation of the battle space

	CND - computer network defense

   
	JOPES - Joint Operation and Planning Execution System

	COE - common operating environment
	LCC - land component command(er)

	COP - common operating picture
	MDMP - military decision-making process


	DII - defense information infrastructure

	OOTW - operations other than war

	IA - information assurance
	VA - vulnerability assessment


Proposed Information Operations Career Area for CP-35 (Specialties & Competencies Diagram)

ORGANIZATIONAL/ENVIRONMENTAL (SE)

SE1. Army / Joint IO Doctrine – Understands the terms, definitions and concepts that form the basis for Army/Joint IO doctrine.  Able to implement Army / Joint IO doctrine.  

SE2. IO Fundamentals – Knowledge of the basic elements of IO, IO-related activities and CNO.   Understands how the elements of IO and CNO can contribute to the conduct of the mission.  

SE3. Integration of IO Elements – Knowledge employing the elements of IO, IO-related activities and CNO across the spectrum of conflict and range of military operations to synchronize IO support within an operational environment.  Basic knowledge of the relationship between IO and STO required.

SE4. Introduction to Defense Information Infrastructure (DII) & Common Operating Environment (COE) – Knowledge of the decision support systems, defense-wide databases and standard applications comprising the Defense Information Infrastructure (DII).  Knowledge of the Defense in Depth plan to protect the DII.  Understand the Global Information Grid (GIG).  Knowledge of the plan to provide for global data management and workflow management under a Common Operating Environment in support of mission accomplishment.

SE5. Army Enterprise Architecture & Common Operational Picture (COP) – Knowledge of the Army Enterprise Architecture.  Knowledge of Service and/or Combatant Commander’s integrated capability to receive, correlate, and display information (tactical through strategic) in a Common Operational Picture that is relevant to a particular area of responsibility or mission.

SE6. IO-related Staff Processes – Understands the duties, responsibilities and functions of the IO Cell/Working Group and related STO elements at the applicable echelon.  

SE7. Army IO (MDMP) & Joint (JOPES) Planning – Understands the Military Decision Making Process and Joint Operations Planning Execution System as they apply to the conduct of IO-related missions/activities across the spectrum of conflicts and range of military operations.

SE8. National, Joint, other Service & other Army IO Organizations – Knowledge of the mission, functions, roles and responsibilities as they pertain to IO.  Knowledge of the resources and capabilities of these organizations as they pertain to IO. Basic knowledge of STO, as related to IO required.

SE9. IO Lessons Learned – Knowledge of Service and Joint mechanism/organizations responsible for coordinating IO-related lessons learned to include those in STO channels..   

SE10. Emerging IO Doctrine & Technology – Knowledge of emerging IO-related concepts and doctrine, including STO, and how they can contribute to the conduct of the mission.  Knowledge of emerging technology and visualization tools employed and how they contribute to the conduct of the mission.

SE11. Nature of the Threat – Knowledge of foreign IO organizations, weapons, and doctrine.  Understand how it can be applied against a friendly force (current or projected) within an operational environment. Knowledge of hacker threats (individual and state sponsored).  Knowledge of threat CNO tools employed.

FUNCTIONAL/SUBSTANTIVE (SF)

SF1. Army IO Teams, Organizations & Agencies – Knowledge of how Army IO (including CNO) teams, organizations and agencies are structured, function, operate and relate with one another.  Knowledge of the relationship of Army IO (including CNO) teams, organization and agencies with Joint & DOD IO-related organizations.

SF2. Army/LCC IO Staff – Knowledge of the organization, missions, functions, capabilities, and relationships of Army / Land Component Command staffs as they relate to IO, including CNO and STO, across the spectrum of conflicts and range of military operations.

SF3. Psychological Operations / Counter Propaganda Activities – Knowledge of the Army/joint missions, categories, organizations, capabilities, functions, essential elements, vulnerabilities, adversary capabilities and planning considerations of Psychological Operations (PSYOP) as they relate to IO across the spectrum of conflicts and range of military operations.  Knowledge of the principles and purpose of Counter Propaganda Activities as they relate to IO across the spectrum of conflicts and range of military operations. 

SF4. Military Deception / Counter Deception – Knowledge of the principles, terms, definitions and planning considerations of Military Deception / Counter Deception as they relate to IO across the spectrum of conflicts and range of military operations.

SF5. Operations Security / Physical Security – Knowledge of the principles, terms, definitions and planning considerations for Operations Security (OPSEC) / Physical Security as they relate to IO across the spectrum of conflicts and range of military operations.

SF6. Physical Destruction – Knowledge of the principles, terms, definitions and planning considerations of Physical Destruction as they relate to IO-related targeting across the spectrum of conflicts and range of military operations.

SF7. Electronic Warfare – Knowledge of the personnel, units/organization, principles, terms, definitions and planning considerations of Electronic Warfare as it relates to IO across the spectrum of conflicts and range of military operations.

SF8. Civil Military Operations – Knowledge of the Army/joint terms, definitions, missions, organizations, capabilities and planning considerations of Civil Affairs as they relate to IO across the spectrum of conflicts and range of military operations.

SF9. Public affairs – Knowledge of the Army/joint mission, categories, organizations, capabilities, vulnerabilities, adversary capabilities  and planning considerations of Public Affairs as they relate to IO across the spectrum of conflicts and range of military operations.

SF10. Counterintelligence – Ability to use the basic concepts, procedures and capabilities of intelligence communications systems, intelligence information systems, and supporting databases and networks applicable to counterintelligence requirements as they apply to IO across the spectrum of conflicts and range of military operations.

SF11. IO Applications in War and OOTW – Knowledge of the terms, definitions, principles associated with the IO planning cycle.  Understands IO planning tactics, techniques and procedures employed to support mission analysis and prepare input to produce IO estimates, plans and orders that support the commander’s objectives.  

SF12. Army / Joint IA – Understands the key terms, definitions, concepts and principles of information assurance at the Army/joint level.  Able to employ tactics, techniques and procedures that protect and defend information and information systems.  Able to provide and/or assist in the restoration of systems by incorporating protection, detection and reaction capabilities.

SF13. Defensive IO (DIO) – Knowledge of the policies, procedures, operations, personnel and technology to protect and defend friendly information and information systems.  Knowledge of adversary DIO methods, tools, capabilities, and means of operation.  Knowledge of the relationship between Defensive IO and Offensive IO.

SF14. Organization for Computer Network Defense (CND) – Knowledge of the mission, functions, responsibilities, structure and relationships between the organizations and agencies responsible for CND.  Understands the key terms, definitions, concepts and principles associated with CND.  Understand the relationship between CND and CNA and CNE.

SF15. Vulnerability Assessment – Knowledge of the vulnerability assessment process to include:  planning activities, execution and assessment reporting/follow-up.  Knowledge of how to collect and analyze data on information operations through discoveries, interviews, document reviews and automated tools.  Ability to identify vulnerabilities, recommend methods to mitigate vulnerabilities, and assist in corrective actions.  

SF16. Computer Incidents & Classification of Computer Incidents – Knowledge of Army regulations, policies, procedures and guidelines governing the identification, classification and reporting of computer incidents (e.g. probes, scans, and intrusions).  Knowledge of the organizations/agencies/activities (service, joint, national) and their structure, functions and responsibilities as they relate to computer incidents. 

SF17. Computer Incident Response – Knowledge of how to manage computer incident coordination and notifications within the Army.  Able to make recommendations to mitigate vulnerabilities, and assist in corrective actions. 

SF18. Network Security – Understand basic network security concepts, principles, terms and definitions for network security mechanisms (e.g. access control, audit data recording & analysis, identification & authentication, guards & filters, and trusted facility management).  Familiar with advanced concepts and principles for providing network security.

SF19. TCP/IP – Familiar with the key terms, definitions, concepts and principles regarding the capability for computers with different architectures and operating system software to communicate with other computers on the internet.

SF20. Firewall – Familiar with the key terms, definitions, concepts and principles regarding the planning for and implementation of firewalls for networks and applications within the context of a security policy.

SF21. MS Windows/NT System Security – Understand basic network security concepts, principles, terms and definitions for Microsoft Windows/NT systems.  Knowledge of Microsoft Windows/NT system security issues and vulnerabilities.

SF22. UNIX System Security – Understand basic network security concepts, principles, terms and definitions for UNIX systems. Knowledge of UNIX system security issues and vulnerabilities.

SF23. Security Toolbox – Knowledge of operational characteristics and capabilities of security toolbox as it relate to Information Assurance and CNO.
SF24. Data Encryption – Familiar with the key terms, definitions, concepts and principles regarding the technologies behind and application of data encryption.

SF25. Public Key Infrastructure – Familiar with the key terms, definitions, concepts and principles regarding the technologies behind and operation of Public Key Infrastructure (PKI).

SF26. Information IPB – Understands how intelligence supports the planning and execution of IO.  Able to apply IPB process to IO across the spectrum of conflicts and range of military operations.

SF27. Army / Joint Targeting – Understands the terms and definitions associated with Army and joint targeting.  Understand the tactics, techniques and procedures for conducting IO-related targeting for Army and joint missions.  

SF28. IO Legal and Ethics Considerations – Knowledge of compliance requirements for the law of war; law effecting peacemaking and peacekeeping operations; rules of engagement; and, other applicable legal/ethical constraints and/or considerations as they relate to the conduct of IO-related missions and activities, including CNO and STO.. 

SF29.  Information Resources – Ability to use basic procedures and capabilities of information resources as they apply to Information Operations.  Knowledge of and ability to use applicable information resource retrieval formats and products.  Knowledge of query, retrieval, documentation, and formatting techniques for applicable information resources.  

SF30.  Adversary Threat Tools – Knowledge of operational characteristics and capabilities of adversary threat tools as they relate to CNA and CNE.

SF31.  Antiterrorism / Force Protection – Knowledge of the DOD/Army/joint definitions, planning, execution and monitoring procedures of Antiterrorism / Force Protection measure as they relate to IO across the spectrum of conflicts and range of military operations.

SF32.  Computer Network Operations (CNO) - Knowledge of the principles, terms, definitions and planning considerations for CNO as they relate to IO across the spectrum of conflicts and range of military operations.

SF33.  Offensive IO (OIO) – Knowledge of the policies, procedures, operations, personnel and technology to conduct OIO to protect and defend friendly information and information systems.  Knowledge of adversary OIO attack methods, tools, capabilities, weapons and means of operation.   Knowledge of the relationship between Offensive IO and Defensive IO.
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